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1 Summary

This document provides information on how to:
e Create a People First project within your Google Cloud Organisation
e Setup People First OAuth Consent Screen
e Create an OAuth client for People First

On step 4.6 you will require the below Redirct URI:

https://<customerurl>/redirect/

Whilst progressing through this document some key information will need to be retained
and sent to us in order for us to configure your people first system to work with your Google
Cloud Identity.

—————— KEY INFORMATON REQUIRED BY MHR

Key information required by MHR in order to configure your People First to work with your
Google Cloud Identity :-

Your People First OAuth Client ID : (Section 4.10) :

Please forward the above information to MHR.
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2 Create a People First project within your Google Cloud
Organisation

This section details the steps to create a new project specifically for the People First
integration. If you wish to use an existing project please skip to part 4.

1) Navigate to your Organisation’s Google Cloud Console
2) Click the project select option at the top of the page
3) Click new project
4) Enter a project name i.e. “People First”.
4.1) Optional: Click “edit” and change the Project ID

5) Select the correct organisation and location

= Google Cloud [ Search (/) for resources, docs, products, and more ‘ Q_ search ]

New Project

Project name *

[ People First ]
Project ID *

customer-people-first C ]
Project ID can have lowercase letters, digits, or hyphens. It must start with a lowercase

letter and end with a letter or number. %

[t - e
Select an organization to attach it to a project. This selection can't be changed later.

Location *

[E].. PR 8 BROWSE ]

Parent organization or folder

CREATE CANCEL

6) Click “Create”

At this point you need to wait for the notification icon displayed top right of the console to
turn green, signifying the project has been created.
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3 Setting up the OAuth Consent Screen

Before you begin, ensure that the new People First project is selected at the top of the
google cloud console.

1) Open the menu (the three lines top left)
1.1) Click “APls and Services”

1.2) Click “OAuth consent screen”

= Google Cloud 2o PeopleFirst v organisation x ‘Q&lmh| fE 06 i o

5l Cloud overview >

i3 Products andsolutions >

FINNED

APl APlsand services % >

B Billing

© 1AM and admin >
Y Marketplace

& Compute Engine 4

@  Kubernetes Engine >

2  Cloud Storage »
@  BigQuery >
1 vPCnework >
P Cloud Run

€ so

& Security >

7 Google Maps Plat... >

MORE PRODUCTS w

2) Select “Internal” under user type

= Google Cloud Search (/) for resources, docs, products, and more ‘ Q, Search }

API APIs & Services OAuth consent screen

G+ Enabled APIs & services Choose how you want to configure and register your app, including your

target users. You can only associate one app with your project.
W Lbrary

o-  Credentials User Type

@ Internal @

B OAuth consent screen

Only available to users within your organization. You will not need to
submit your app for verification. Learn more about user type 2

O External @

Su  Page usage agreements

Available to any test user with a Google Account. Your app will start in I}
testing mode and will only be available to users you add to the list of test

users. Once your app is ready to push to production, you may need to

verify your app. Learn more about user type 2

CREATE

Let us know what you think about our OAuth experience

3) Click “Create”

4) Enter an App Name i.e. People First
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5) Enter a support email
5.1) Note: This email must be within your selected organisation

6) Add logo if desired

Google Cloud [ Search (/) for resources, docs, products, and more ‘ Q, Search I

API APIs & Services Edit app registration

<+ Enabled APIs & services @ oOAuthconsentscreen — €) Scopes — @) Summary
W Library

or  Credentials App information

This shows in the consent screen, and helps end users know wha you are and contact
you

OAuth consent screen

=5  Pageusage agreements

App name *
[ People First ]

The name of the app asking for consent

User support email *
[II---'----'-'- ‘]

For users to contact you with questions about their consent

App logo

This is your logo. It helps pecple recognize your app and is displayed ¢ e OAuth
consent screen.

After you upload a lego, yeu will need to submit your app for verification unless the app
is configured for internal use enly or has a publishing status of "Testing". Leam more 2

Logo file to uplead BROWSE

Upload an image, not larger than 1MB on the consent screen that will help users recognize
your app. Allowed image formats are JPG, PNG, and BMF. Logos should be square and
120px by 120px for the best results.

7) Add an email to the Developer contact information box

8) Click “Save and Continue”

Go gle Cloud People First v Search (/) for resources, docs, products, and more ‘ Q, Search

API APIs & Services Edit app registration

Upload an image, not larger than TMBE on the consent screen that will nelp users recognize
) your app. Allowed image formats are JPG, PNG, and BMP. Logos should be square and
% Enabled APIs & services 120px by 120px for the best results

o Lbrary

o« Credentials App domain
To protect you and your users, Google only allows apps using OAuth to use Authorized

¥ OAuthconsent screen Domains. The following information will be shown to your users on the consent screen.

S Page usage agreements
Application home page

Provide users a link to your home page

[ Application privacy policy link ]

Provide users a link to your public privacy policy

[ Application terms of service link ]

Provide users a link to your public terms of service

Authorized domains @

When a domain is used on the consent screen or in an OAuth client's configuration, it must be
pre-registered here. If your app needs ta go through verification, please go to the Google Search
Console to check if your domains are authorized. Learn more [ about the authorized domain
limit

=+ ADD DOMAIN

Developer contact information

Email addresses *
[ T O

These email addresses are for Google to notify you about any changes to your project

SAVE AND CONTINUE CANCEL
< —eeee
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9) Click “Add or remove scopes”

10) Click the checkbox next to:

10.1) .../auth/userinfo.email

10.2) .../auth/userinfo.profile

10.3) openid

APl P

SaQn

BigQuery
API

BigQuery
API

BigQuery
API

BigQuery
API

BigQuery
AP

BigQuery
API

O OO0 0 0o ooa

BigQuery
API

click "Add to table”.

X Update selected scopes

= Filter Enter property name or value

Scope
...fauth/userinfo.email

...fauth/userinfo_profile

openid

...fauth/bigquery

...fauth/cloud-platform

...fauth/bigquery
_readonly

.../auth/cloud-platform
_read-only

...fauth/devstorage
full_control

...fauth/devstorage
_read_only

...fauth/devstorage
_read_write

Manually add scopes

Only scopes for enabled APIs are listed below. To add a missing scope to this screen, find and enable the
APl in the Google API Library or use the Pasted Scopes text box below. Refresh the page to see any new
APls you enable from the Library.

User-facing description
See your primary Google Account email address

See your personal info, including any personal info you've
made publicly available

Associate you with your personal info on Google

View and manage your data in Google BigQuery and see the
email address for your Google Account

See, edit, configure, and delete your Google Cloud data and
see the email address for your Google Account.

View your data in Google BigQuery

View your data across Google Cloud services and see the
email address of your Google Account

Manage your data and permissions in Cloud Storage and see
the email address for your Google Account

View your data in Google Cloud Storage

Manage your data in Cloud Storage and see the email
address of your Google Account

Rows per page: 10w 1-100f25 < b

If the scopes you would like to add do not appear in the table above, you can enter them here. Each scope should be on a
new line or separated by commas. Please provide the full scope string (beginning with "https://*). When you are finished,

ADD TOTABLE

UPDATE

11) Scroll down and click “Update” — the selected scopes should appear under “Your non-

sensivite scopes”
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12) Click “Save and continue”

API APIs & Services

«;»  Enabled APIs & services
i Library

o Credentials

i OAuth consent screen

= Page usage agreements

Search (/) for resources, docs, products, and more

‘ Q_ Search ‘

Edit app registration

Scopes express the permissions you request users to authorize for your
app and allow your project to access specific types of private user data
from their Google Account. Learn more 2

ADD OR REMOVE SCOPES

Your non-sensitive scopes

AP Scope User-facing description
See your primary Google Account ]
fauth/userinfo email address
email
See your personal info, including ]
fauth/userinfo any personal info you've made
profile publicly available
openid Associate you with your personal ]

info on Google

& Your sensitive scopes

Sensitive scopes are scopes that request access to private user data

API Scope User-facing description

No rows to display

@ Your restricted scopes

Restricted scopes are scopes that request access to highly sensitive user data

AP P Scope User-facing description

No rows to display

SAVE AND CONTINUE CANCEL

13) On the summary page, click “Back to Dashboard”
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4 Creating the OAuth client

1) Open the menu (the three lines top left)
1.1) Click “APIs and Services”

1.2) Click “Credentials”

= GoogleCloud | & Peoplerist = Srganeation X | Q search B E A0 i @

5l Cloud overview »

%% Products and solutions >

PINNED

API  APlsand services % >

& Biling

© 1AM and admin >
Y Marketplace

& Compute Engine >
@  Kubemetes Engine >
2  Cloud Storage B
@  BigQuery >
1 vPCnework >
P Cloud Run

€ so

@ Security >

D Google Maps Plat . >

MORE PRODUCTS W

2) Click “Create Credentials”
2.1) In the drop down, select “OAuth client ID”

= Google Cloud [ Search (/) for resaurces, docs, products, and more | Q_ search ]

API APIs & Services Credentials + CREATECREDENTIALS [ DELETE s~ RESTORE DELETED CREDENTIALS

APl key

<« Enabled APIs & services Identifies your project using a simple AP key to check quota and access

Create credentials to ac:
M Library 0Auth client ID

APl Keys Requests user consent @our app can access the user's data
o  Credentials

[J  Name Service account Restrictions

~ Enables server-to-server, app-level authentication using robot accounts
3 DAuth consent screen No AP keys 1o displa PP 9

So Page usage agreements Help me choose
OAuth 2.0 Client |  Asks a few questions to help you decide which type of credential to use

[] Name Creation date b Type

No 0Auth clients to display

Service Accounts

O Email Name P
3) Select application type “Web Application”
4) Add a name i.e. “People First”

5) Under “Authorised redirect URIs” click “+ Add URI”
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6) Enter your customer specific redirect URI (see page 3 of this document).

7) Click “Create”

Google Cloud m Search (/) for resources, docs, products, and more

‘ Q, Search ‘

API APIs & Services & Create OAuth client ID

43»  Enabled APIs & services
m Library

©r  Credentials

W Ohuth consent screen

= Page usage agreements

A client 1D is used to identify a single app to Google's OAuth servers. If your app runs on
multiple platforms, each will need its own client ID. See Setting up OAuth 2.0 &2 for mere
information. Learn more [4 about OAuth client types.

i type*
{ Web application - ]

Name *
{ People First ]

The name of your OAuth 2.0 client. This name is only used to identify the client in the
console and will not be shown to end users.

The domains of the URIs you add below will be automatically added to
your QAuth consent screen as authorized domains (3.

Authorized JavaScript origins @

For use with requests from a browser

=+ ADD URI

Authorized redirect URIs @

For use with requests from a web server

URIs 1%
[ hittps:// el Geeaemaias i Sl redirect/ ]

+ ADD URI

Note: It may take 5 minutes ta a few hours for settings to take effect

CREATE CANCEL

8) Once the OAuth Client has been created you will see a popup as below, click “ok”

OAuth client created

The client ID and secret can always be accessed from Credentials in APIs &

Services

o ‘OAuth access is restricted to users within your organization

unless the OAuth consent

Client ID

Client secret

Creation date

Status

¥ DOWNLOAD JSON

screen is published and verified

. |\

June 2, 2023 at 1:41:01 PM GMT+1
@ Enabled
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9) On the credentials page, click the Name of your newly created “OAuth 2.0 Client ID”

= GoogleCloud | & Peoperist = | [ earch 7 or resources, dacs, prodiucts, and more Q Search il 2@ : @
APT APIs & Services Credentials + CREATECREDENTIALS [ DELETE - RESTORE DELETED CREDENTIALS
4 Enabled APIs & sanvices Craste cradenials 1o access you ensbled AP Lean more (2
i Ubrary
APl Keys
I o Credentisls
(= Creation date - Restrictions. Actons
¥ oauth consent screen Ho AP1 heys to desplay

So  Pageusage sgreements
OAuth 2.0 Client IDs

O teme Creation date b Tie Coent1n Actons
O recplerrst aun2, 2023 wieb applcaticn 2ars18282019- F71d. .. | FEE

Service Accounts

O ema Name T actions

Mo service accounts to display

10) Under “Additional Information” in the top right of your screen, copy the “Client ID”
value and paste this in the box on page 3 of this document.

Once the steps above have been completed, please return this document to MHR via the
contact who provided it to you.
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